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PERSONAL INTRODUCTION TO STUDENTS
[image: C:\Users\SAM NJUKI KABANGU\Desktop\Social Pix\me7.jpg]

Hello Students,
My name is Dr. Samson NJUKI, and I’m excited to welcome you to this learning 
journey. I will be guiding you through CDS 805 (Cloud Computing and Information Security) 
here at the Open University of Kenya (OUK).
A bit about myself: I hold a Doctor of Engineering in Computer Science and Technology, a Masters of Science in Computer Science and Technology and Bachelors degree in Computer Science and Mathematics.
I am a researcher and a university ICT Lecturer for over 15 years now specializing in Cloud Computing, Information Security, Network Security, Programming, Mobile Computing, Deep Learning and Big Data and also an ICT Consultant specialized in System Analysis, Software Development, Curriculum Development and Information Systems Security.
He has 10 research publications in refereed journals and conferences and has won several grant awards and scholarships.
This course is divided into ten modules as listed below. The goal of this course is to provide you with practical skills and insights into real-world applications of digital service models. I hope you find the content both enlightening and enjoyable.

Thank you for joining, and I wish you the best in your studies. I look forward to our time together.

Welcome and Warm regards.

[Introduction video link to be inserted after recording]








	COURSE CONTENT 


Introduction to Cloud Computing: Overview of cloud computing models, Cloud deployment models, Characteristics of cloud computing; Security Challenges in Cloud Computing: Shared responsibility model, Security risks and threats in cloud environments, vulnerabilities, Legal and compliance issues in the cloud; Cloud Security Architecture and Design: Principles of secure cloud architecture, Identity and access management (IAM) in the cloud, Network security in cloud environments, Data encryption and key management; Securing Cloud Services and Applications: Security considerations for cloud-based applications, Secure development practices for cloud-native applications, Container security, Serverless security; Cloud Security Controls and Technologies: Virtualization security, Security groups, firewalls, and access controls in the cloud, Intrusion detection and prevention systems (IDPS), Security information and event management (SIEM) in the cloud; Security Monitoring and Incident Response in the Cloud: Cloud security monitoring and auditing, Incident detection and response strategies, Forensic investigation in cloud environments, Cloud incident response planning and execution; Compliance and Governance in the Cloud: Regulatory compliance requirements (e.g., GDPR, HIPAA, PCI DSS) for cloud data, Cloud security standards and frameworks (e.g., ISO 27001, NIST CSF), Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM), Governance, risk, and compliance (GRC) frameworks for cloud environments; Emerging Trends and Future Directions in Cloud Security: Evolving threats and challenges in cloud security, Emerging technologies and solutions for cloud security, Future trends in cloud computing and security.

	… LIST MODULES 
MODULE 1:  Introduction to Cloud Computing
MODULE 2:  Security Challenges in Cloud Computing
MODULE 3:  Cloud Security Architecture and Design
MODULE 4:  Securing Cloud Services and Applications
MODULE 5:  Cloud Security Controls and Technologies
MODULE 6:  Security Monitoring and Incident Response in the Cloud
MODULE 7:  Compliance and Governance in the Cloud
MODULE 8:  Case Studies in Cloud Security
MODULE 9:  Emerging Trends and Future Directions in Cloud Security
MODULE 10:  Research Project: Cloud Security Implementation












MODULE 0: COURSE DESCRIPTION

COURSE CODE AND COURSE TITLE
CDS805: Cloud Computing and Information Security

PREREQUISITE OF THE COURSE
NONE

PURPOSE OF THE COURSE
The purpose of this course is to enable learners to understand digital service frameworks and operations, implement digital transformation strategies and manage digital services life cycle.

COURSE OBJECTIVES
1. To provide a comprehensive understanding of digital service models including Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS), along with their architectures and operational frameworks.
2. To equip students with the ability to apply service design thinking principles to create user-centered digital service solutions, including service blueprinting and customer journey mapping techniques.
3. To develop skills in optimizing digital service operations through the application of Lean and Agile methodologies, performance metrics, and automation tools for process improvement and operational efficiency.
4. To foster the ability to lead and manage digital transformation initiatives, integrating emerging technologies like AI, IoT, and blockchain, while ensuring organizational alignment and promoting a culture of continuous innovation


EXPECTED LEARNING OUTCOME
By the end of the course, the learner should be able to:
1. Develop a comprehensive understanding of various digital service frameworks and models 
2. Analyze and evaluate the efficiency and effectiveness of digital service operations, identifying areas for improvement and optimization.
3. Design and implement strategic initiatives for digital transformation
4. Manage the entire lifecycle of digital services, from conception and design through to deployment, maintenance, and continuous improvement

TARGET AUDIENCE 
This course is designed for a diverse group of students in their first year of master’s degree pursuing Digital service Management.


INSTRUCTIONAL METHODOLOGY
You will be able to access the content of this course through a variety of engaging methods. Including: 
1. Asynchronous independent eLearning via interactive and adaptive multimedia content.
2. Weekly facilitated synchronous online problem-solving sessions.
3. Online learning collaborations via moderated forums on VLE.
4. Group discussions, jigsaw collaborative information sharing, and group assignments.
5. Simulation and case studies for collaborations and independent eLearning.

INSTRUCTIONAL MATERIALS AND/OR EQUIPMENT
You will be using or require the following materials and equipment to support your learning in this course: PERSONAL computer equipped with necessary software and tools to enable you access digital media content on VLE, Open Educational Resources (OERs), Virtual Classes, Smart Laboratory, Relevant software and Textbooks


COURSE ASSESSMENT

	ITEMS 
	SCORES

	Test (CATs) [Online self-assessment -10%, Test (Online Open-Book Examination)- 20% and Project-Based Computer Programming Task -20%
	50%

	Performance Assessment (End of semester Examination)
	50%

	Total	
	100%

	Pass mark
	50%




MANAGING YOUR STUDY

As an online learner, you have the flexibility to manage your own study time. This means you can fit your studies around other commitments like work and family. However, it also means you need to plan your time wisely. Deciding when and where to study will help you make the most of your learning. Being an independent learner means taking charge of your education. You need to manage your time well, balance different tasks, meet deadlines, work well with other students, and use your computer to support your learning.







	[bookmark: _heading=h.gjdgxs]MODULE 1:  Introduction to Cloud Computing


 INSTRUCTIONAL HOURS: 4
[bookmark: _heading=h.30j0zll]MODULE1: INTRODUCTION TO CLOUD COMPUTING
 Module Overview
[bookmark: _heading=h.ir3enaestdxg]In this module, you will learn about Cloud Computing Models, its characteristics, benefits and challenges as well as its applications in the real world.

 Learning Outcomes
By the end of this module, you should be able to:
1. Identify Cloud Computing Models
2. [bookmark: _heading=h.3znysh7] Analyze the Characteristics of Cloud Computing[image: ]
3. Evaluate the Benefits and Challenges of Cloud Adoption
4. Apply Cloud Concepts to Real-world Scenarios


    Learning Activities/Task List
 
1. Module presentation[image: Shape

Description automatically generated with low confidence]
2. Case Study/Project Based Assesment
3. Module Quiz/Summarize or critic a paper
4. End of Module Assessment/Discussion forum

[bookmark: _heading=h.2et92p0]ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESEENTATION)
Go through this module presentation and answer the questions in the masterly exercise thereafter.

Introduction to Cloud Computing
Cloud computing allows users to access computing services (storage, processing power, and applications) over the internet, rather than relying on local hardware. It has transformed the way businesses manage their IT resources, providing cost efficiency, flexibility, and scalability.
1. Cloud Computing Models:
· IaaS (Infrastructure as a Service): Offers virtualized computing resources over the internet.
· PaaS (Platform as a Service): Provides platforms for application development without worrying about infrastructure management.
· SaaS (Software as a Service): Delivers software applications over the internet, typically on a subscription basis.
2. Cloud Deployment Models:
· Public Cloud: Services are delivered over the internet and shared by multiple users.
· Private Cloud: Exclusive cloud environment for a single organization, offering greater control and privacy.
· Hybrid Cloud: A combination of public and private cloud, offering flexibility by allowing data and applications to be shared between them.
· Community Cloud: Shared infrastructure for a specific community with shared concerns (e.g., compliance, security).
3. Key Characteristics of Cloud Computing:
· On-demand self-service: Users can provision computing resources without human interaction.
· Broad network access: Resources are available over the network and can be accessed through various devices.
· Resource pooling: Multiple customers share pooled resources, dynamically allocated based on demand.
· Scalability: Rapidly scale resources up or down based on need.
· Measured service: Pay-per-use or subscription models based on actual consumption.
Benefits: Cloud computing is known for its cost-efficiency, as it eliminates the need for large upfront investments in IT infrastructure. It also provides flexibility by allowing users to scale services up or down as needed, and it is widely used due to its high reliability and security.
 [image: ]

[bookmark: _heading=h.tyjcwt]MASTERY  EXERCISE 
After going through the module presentation above, attempt the following essay exercise:
Discuss the evolution of cloud computing and its significance in modern digital services management. Evaluate the different cloud computing models, their key characteristics, and how they address the needs of businesses in the digital economy.
Instructions:
· Length: 2000-2500 words
· Deadline: [Insert Date]
· Format: Use appropriate academic formatting (APA referencing).

[bookmark: _heading=h.3dy6vkm]
	[image: ]
	[bookmark: _heading=h.1t3h5sf]VIDEO 



Below is a video link to explain the Benefits and Challenges of Cloud Adoption. Listen and write a one page report as a summary and critic of the same.

Introduction to Cloud Computing by Simplilearn: https://www.youtube.com/watch?v=QlOBwxSvC2k 
Cloud Deployment Models by Cloud Academy: https://www.youtube.com/watch?v=y_dGOwr0MBc 

 
ACTIVITY 2: CASE STUDY & QUIZ

	[image: ]
	[bookmark: _heading=h.4d34og8]CASE STUDY



Use a case study on cloud computing for:
  Critical analysis: Evaluate the strengths and limitations of cloud computing for business use, providing insights into how cloud computing addresses specific needs in digital services management.
  Relevance of examples: Use real-world case studies or business examples to support arguments.
  Clarity and organization: Ensure that the essay is well-structured, with a clear introduction, coherent sections, and a concise conclusion.
  Referencing: Proper citation of sources using APA


	[image: ]
	[bookmark: _heading=h.2s8eyo1]QUIZ/ QUESTIONS



These quizzes will reinforce your understanding of the key concepts of Cloud Computing.
  Introduction:
· Define cloud computing and its relevance in today's digital economy.
· Provide a brief history of cloud computing, touching on its evolution from traditional computing systems to the modern cloud-based infrastructure.
  Overview of Cloud Computing Models:
· Discuss the three primary cloud service models:
· Infrastructure as a Service (IaaS)
· Platform as a Service (PaaS)
· Software as a Service (SaaS)
· Compare and contrast these models in terms of business needs, scalability, cost-effectiveness, and use cases.
  Cloud Deployment Models:
· Describe the cloud deployment models:
· Public Cloud
· Private Cloud
· Hybrid Cloud
· Community Cloud
· Evaluate the pros and cons of each deployment model and their suitability for different business types (start-ups, SMEs, large enterprises).
  Characteristics of Cloud Computing:
· Explain the key characteristics of cloud computing, such as:
· On-demand self-service
· Broad network access
· Resource pooling
· Rapid elasticity
· Measured service
· Discuss how these characteristics benefit businesses, particularly in areas such as cost efficiency, scalability, and accessibility.
  The Role of Cloud Computing in Digital Services Management:
· Examine the role cloud computing plays in transforming digital services, particularly in:
· Data storage and management
· Business agility and innovation
· Cost optimization in IT infrastructure
· Use examples of companies or industries that have successfully implemented cloud computing solutions to improve their digital services.
  Security, Compliance, and Governance in Cloud Computing:
· Introduce the security and compliance challenges related to cloud computing.
· Discuss how cloud computing addresses or exacerbates concerns around data privacy, legal compliance, and cybersecurity.
· Briefly mention shared responsibility models in cloud security.
  Conclusion:
· Summarize the importance of cloud computing in modern digital services management.
· Reflect on its future potential and the challenges businesses may face as they continue to adopt and integrate cloud-based technologies.
 

                  
[bookmark: _heading=h.17dp8vu]       ACTIVITY 3: PRACTICALS
	[image: ]
	ONLINE DISCUSSION



Form a chat forum and/or journals and discuss 
Topic: Adoption of Cloud Computing for Small to Medium Enterprises (SMEs) in the Digital Economy


Reading Activity:
Read: Cloud Computing: Concepts, Technology & Architecture by Thomas Erl. Available here: https://www.pearson.com/en-us/subject-catalog/p/cloud-computing-concepts-technology-architecture/P200000002968/9780133387520 

[image: Shape
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[bookmark: _heading=h.3rdcrjn]              REFERENCE LIST AND FURTHER READING


1. Stoneburner, G., Goguen, A., & Feringa, A. (2014). Risk Management Guide for Information Technology Systems. National Institute of Standards and Technology (NIST).

2. Dhillon, G., & Backhouse, J. (2019). Information Systems Security and Privacy: Ethics, Governance and Risk Management. Springer.

3. Peltier, T. R. (Ed.). (2016). Information Security Policies, Procedures, and Standards: Guidelines for Effective Information Security Management. Auerbach Publications.

4. Whitman, M., & Mattord, H. (2020). Principles of Information Security. Cengage Learning.
5. Vacca, J. R. (Ed.). (2020). Computer and Information Security Handbook. Morgan Kaufmann.
 
[image: ]

[bookmark: _heading=h.26in1rg]ACT4: END OF MODULE ASSESSMENT

This research scenario encourages students to apply their knowledge of cloud computing to a real-world business context, bridging the gap between theory and practice.

Imagine that you are a digital services consultant tasked with advising an SME on adopting cloud computing solutions to enhance their business operations. The SME is a growing e-commerce company that has been relying on traditional IT infrastructure but is facing challenges with scalability, operational costs, and data management.

Identify the most suitable cloud computing model (IaaS, PaaS, SaaS) for the SME, providing clear reasons for your choice based on the company’s operational needs, such as handling online transactions, managing customer data, and scaling infrastructure.
[bookmark: _heading=h.lnxbz9]
	[bookmark: _heading=h.35nkun2][image: ]
	[bookmark: _heading=h.1ksv4uv]TAKE HOME MESSAGE/SELF REFLECTION


A 1500-2000 word paper that presents your findings and recommendations. Your report should include:
· A brief overview of cloud computing and its relevance to SMEs.
· The evaluation of cloud models and deployment strategies.
· An analysis of the benefits and risks associated with the adoption of cloud solutions.
· Practical steps and strategies for the SME to implement cloud computing effectively.


[bookmark: _heading=h.44sinio]             WHAT’S NEXT?

Congratulations for successfully finishing module 1. In Module 2 we will learn about Security Challenges in Cloud Computing

	[bookmark: _heading=h.2jxsxqh]MODULE 2:  Security Challenges in Cloud Computing


 INSTRUCTIONAL HOURS: 4
MODULE2: SECURITY CHALLENGES IN CLOUD COMPUTING
 Module Overview
In this module, you will learn about the Shared Responsibility Model, Security Risks and Threats, Vulnerabilities in Cloud Infrastructure and Legal and Compliance Issues in the Cloud.

 Learning Outcomes
By the end of this module, you should be able to:
1. Explain the Shared Responsibility Model
2. Analyze Security Risks and Threats
3.  Identify Vulnerabilities in Cloud Infrastructure[image: ]
4. Evaluate Legal and Compliance Issues in the Cloud


    Learning Activities/Task List
1. Module presentation[image: Shape
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2. Case Study/Project Based Assesment
3. Module Quiz/Summarize or critic a paper
4. End of Module Assessment/Discussion forum


ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.

Security Challenges in Cloud Computing
This concise summary introduces the key security concerns in cloud environments, emphasizing the importance of understanding shared responsibilities, risks, and compliance.
Content Overview:
1. Shared Responsibility Model in Cloud Computing:
· Defines the division of security responsibilities between the cloud provider and the customer.
· The provider secures the infrastructure, while customers are responsible for managing and securing their data, applications, and user access.
2. Security Risks and Threats in Cloud Environments:
· Common threats include data breaches, insecure interfaces, account hijacking, insider threats, and DDoS attacks.
· Risks increase due to multi-tenancy and the vast amount of data stored in the cloud.
3. Vulnerabilities in Cloud Computing:
· Misconfigurations in cloud settings, weak access controls, and insecure APIs can create vulnerabilities.
· Shared infrastructure increases potential attack vectors.
4. Legal and Compliance Issues in the Cloud:
· Cloud users must ensure compliance with regulations (e.g., GDPR, HIPAA, PCI DSS) that govern data privacy and security.
· Data residency and sovereignty issues arise as cloud providers may store data across various geographical locations.
[image: ]

MASTERY  EXERCISE  
Assessment Task 1: Identify and Mitigate Cloud Security Threats
1. Write a report (700 words) analyzing common security threats in a public cloud environment.
2. Identify and explain at least three security measures that can mitigate these threats using Google Cloud.
Assessment Task 2: Case Study on Security Breach
1. Analyze a recent cloud security breach (e.g., Capital One).
2. In a report (500 words), describe the breach, the vulnerabilities that were exploited, and suggest preventive security measures that could have been implemented.


	[image: ]
	PRE-RECORDED LECTURE ON TOPIC



Watch the video below and use it to come up with a summary of security challenges in the cloud.

Top 5 Cloud Security Challenges by The Cybersecurity Channel: https://www.youtube.com/watch?v=tzXfA9C1UzM 

	[image: ]
	VIDEO 3



Below is a video link, watch it and submit a write up on the alternative way the presenter can bring out the solutions to the challenges of cloud computing.

Shared Responsibility Model in Cloud Security by AWS Security: https://www.youtube.com/watch?v=sDNjkiZ2YJk 


ACTIVITY2: CASE STUDY AND QUIZ
	[image: ]
	CASE STUDY



A growing financial institution is planning to migrate its critical operations to the cloud to take advantage of cost savings, scalability, and agility. However, being in the finance industry, the institution faces stringent regulatory and compliance requirements. Additionally, the cloud environment introduces various security challenges such as data breaches, access control vulnerabilities, and compliance risks.
	
[image: ]
	QUIZ/ QUESTIONS



	These high level questions cover the security challenges in Cloud Computing.

  Analyze the security risks associated with different cloud deployment models (Public, Private, Hybrid) and suggest which model would be most suitable for this financial institution based on its regulatory and security needs.
  Discuss specific threats and vulnerabilities in cloud computing that are particularly relevant to the finance industry. Consider potential threats like insider attacks, data leaks, insecure APIs, and improper configuration.
  Recommend security controls and technologies that the financial institution can implement to mitigate these security challenges. Explore tools and strategies such as encryption, Identity and Access Management (IAM), multi-factor authentication (MFA), and monitoring solutions.
  Address compliance and legal issues that the financial institution must consider when operating in a cloud environment. Propose a plan for the organization to maintain compliance with financial regulations in the cloud, including data sovereignty and privacy issues.
      
       ACTIVITY 3: PRACTICALS

	[image: ]
	VIDEO 1: Demonstration of practical use of knowledge acquired


.
Outline a concise action plan (in the form of a table or bulleted list) for the financial institution to follow in addressing the identified security risks and challenges.

	[image: ]
	ONLINE DISCUSSION



Use the different chat forums, journals and the discussion groups to discus: Topic: Managing Security Risks in Cloud Environments for a Financial Institution


Reading Activity:
Read: Cloud Security and Privacy by Tim Mather. Available here: https://www.oreilly.com/library/view/cloud-security-and/9780596806465/ 
Supplementary: NIST Special Publication 800-144: Guidelines on Security and Privacy in Public Cloud Computing. Available here: https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-144.pdf 







[image: Shape
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              REFERENCE LIST AND FURTHER READING

1. Stoneburner, G., Goguen, A., & Feringa, A. (2014). Risk Management Guide for Information Technology Systems. National Institute of Standards and Technology (NIST).

2. Dhillon, G., & Backhouse, J. (2019). Information Systems Security and Privacy: Ethics, Governance and Risk Management. Springer.

3. Peltier, T. R. (Ed.). (2016). Information Security Policies, Procedures, and Standards: Guidelines for Effective Information Security Management. Auerbach Publications.

4. Whitman, M., & Mattord, H. (2020). Principles of Information Security. Cengage Learning.
5. Vacca, J. R. (Ed.). (2020). Computer and Information Security Handbook. Morgan Kaufmann.

[image: ]

ACT4: END OF MODULE ASSESSMENT 1.2
This research scenario allows you to apply their knowledge of cloud security challenges to a high-stakes, real-world context, focusing on risk management, compliance, and practical solutions.
You are a cloud security consultant hired by the financial institution to assess and manage the security risks involved in migrating its sensitive financial data and services to the cloud.
Identify and describe the key security challenges the financial institution will face in the cloud environment. Discuss challenges such as the shared responsibility model, data breaches, access management, and compliance with regulations like GDPR, PCI DSS, or others.

	[image: ]
	TAKE HOME MESSAGE/SELF REFLECTION


 The objective of this assignment is to reinforce your understanding of security challenges in cloud computing
A 1500-2000 word report detailing the security challenges, risks, and mitigation strategies specific to the financial institution's migration to the cloud. Your paper should cover:
· An overview of the key security challenges in cloud computing.
· Risk analysis for cloud deployment models.
· A description of the most critical threats and vulnerabilities for financial services in the cloud.
· Recommendations for security technologies and controls.
· Compliance considerations for cloud adoption in the finance sector.
.   

             WHAT’S NEXT?
Congratulatios on successful completion of module 2. In Module 3 we will learn about Cloud Security Architecture and Design.

	MODULE 3:  Cloud Security Architecture and Design


 INSTRUCTIONAL HOURS: 4
MODULE3: CLOUD SECURITY ARCHITECTURE AND DESIGN
 Module Overview
In this module, you will learn about Principles of Secure Cloud Architecture, Access Management (IAM) in the Cloud and Data Encryption and Key Management Practices in the cloud.


 Learning Outcomes
By the end of this module, you should be able to:
1. Identity the Principles of Secure Cloud Architecture
2.  Implement Access Management (IAM) in the Cloud[image: ]
3. Design Secure Cloud Networks
4. Apply Data Encryption and Key Management Practices 


    Learning Activities/Task List
 
1. Module Presentation[image: Shape

Description automatically generated with low confidence]
2. Case Study/Project Based Assessment
3. Module Quiz/Summarize or critique a paper
4. End of Module Assessment/Discussion forum



ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.

Cloud Security Architecture and Design
This module provides a foundation for understanding the design of secure cloud systems, highlighting the importance of integrating security measures at every layer of the cloud environment.
Overview: Cloud security architecture and design focus on creating a secure environment for cloud services, ensuring data protection, access control, and compliance. Below are the key elements:
1. Principles of Secure Cloud Architecture:
· Cloud architectures must integrate security by design, emphasizing defense in depth (multiple security layers) and least privilege (limiting user access to only what is necessary).
· The architecture should be scalable, allowing security measures to adapt to growth in cloud usage, and follow zero trust principles, assuming no inherent trust in any network.
2. Identity and Access Management (IAM) in the Cloud:
· IAM helps control who has access to cloud resources, ensuring that users and systems have the appropriate permissions.
· It uses tools like role-based access control (RBAC) and multi-factor authentication (MFA) to secure user identity and access.
3. Network Security in Cloud Environments:
· Protects cloud infrastructure and data through methods like firewalls, virtual private networks (VPNs), and network segmentation.
· Ensures secure communication between users and services, as well as between cloud resources.
4. Data Encryption and Key Management in the Cloud:
· Data is encrypted in transit (while being transferred across networks) and at rest (stored data).
· Key management involves generating, storing, and protecting encryption keys, often through cloud-native services, to ensure only authorized users can access the data.

[image: ]

MASTERY  EXERCISE  
After going through the module presentation above, attempt the following:
Assessment:
· Understanding of cloud security architecture: Demonstrate a clear understanding of the principles of secure cloud architecture, including IAM, encryption, and network security.
· Appropriateness of recommendations: Provide practical and justified security architecture recommendations tailored to the healthcare industry.
· Regulatory compliance: Ensure the proposed architecture meets healthcare compliance requirements (e.g., HIPAA).
· Clarity and structure: Present a well-organized research report with a clear architectural diagram that effectively communicates your design.

	[image: ]
	PRE-RECORDED LECTURE ON TOPIC



Use the video below to customize your work on Cloud Architectures

Designing Secure Cloud Architectures by Cloud Academy: https://www.youtube.com/watch?v=r29z-oaNYWI 


	[image: ]
	VIDEO 2



AWS Best Practices: IAM by AWS Cloud Security: https://www.youtube.com/watch?v=Ox6D6cX_5Lw 


ACTIVITY 2: CASE STUDY AND QUIZ
	[image: ]
	CASE STUDY



This research scenario allows you to apply their understanding of cloud security architecture and design in the context of healthcare, emphasizing real-world application, compliance, and security best practices.

A healthcare organization is planning to shift its patient records management system and internal applications to the cloud. This includes sensitive health data, clinical applications, and communication systems between healthcare professionals and patients. Given the sensitive nature of health records and the regulatory requirements (such as HIPAA), the organization needs a robust cloud security architecture.

	[image: ]
	QUIZ/ QUESTIONS



  Analyze the cloud deployment models (public, private, hybrid) and recommend the most appropriate one for the healthcare organization, considering factors such as scalability, security, and cost.
  Evaluate the use of cloud security technologies such as firewalls, Intrusion Detection Systems (IDS), and multi-factor authentication (MFA) to enhance the organization’s security posture.
  Ensure compliance with healthcare-specific regulations such as the Health Insurance Portability and Accountability Act (HIPAA). Describe the key compliance requirements and how your security architecture will help the organization meet these legal obligations.
  Propose a disaster recovery and incident response plan that ensures business continuity in case of a data breach or system failure, focusing on backup strategies and real-time monitoring.


Reading Activity:
Read: Cloud Security Architecture by Mike Kavis. Available here: https://www.wiley.com/en-us/Architecting+the+Cloud%3A+Design+Decisions+for+Cloud+Computing+Service+Models+(IaaS%2C+PaaS%2C+SaaS)-p-9781118617618
Supplementary: CIS Benchmarks for AWS and Azure. Available here: https://www.cisecurity.org/cis-benchmarks/

                      
       ACTIVITY 3: PRACTICALS

	[image: ]
	VIDEO 1: To do


.
Cloud Security Architecture Diagram: Create a diagram that visually represents your proposed secure cloud architecture, highlighting key components like IAM, encryption layers, firewalls, and other security measures. 


	[image: ]
	ONLINE DISCUSSION



Join online chat forum and/discussion journals on:
Topic: Designing a Secure Cloud Architecture for a Healthcare Organization

[image: Shape
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              REFERENCE LIST AND FURTHER READING
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 [image: ]

ACT4: END OF MODULE ASSESSMENT 
You have been hired as a cloud security architect to design a secure cloud architecture that ensures data confidentiality, integrity, and availability for the healthcare organization while complying with legal and regulatory standards.
Design a secure cloud architecture for the healthcare organization that addresses key aspects such as:
· Identity and Access Management (IAM) to control who has access to sensitive health data.
· Network security to prevent unauthorized access to cloud resources.
· Data encryption for securing patient records both at rest and in transit.
· Key management practices to protect encryption keys and ensure secure access.

	[image: ]
	TAKE HOME MESSAGE/SELF REFLECTION



Research Report: A 1500-2000 word report detailing the cloud security architecture you designed for the healthcare organization. The report should cover:
· The key principles of secure cloud architecture.
· Recommendations for IAM, network security, data encryption, and key management.
· An evaluation of cloud deployment models and selection justification.
· The use of security technologies and compliance strategies.
· Disaster recovery and incident response plans.


             WHAT’S NEXT?
Thank you for finishing module 3. In Module 4 we will learn about Securing Cloud Services and Applications

	MODULE 4:  Securing Cloud Services and Applications


 INSTRUCTIONAL HOURS: 4
MODULE4: SECURING CLOUD SERVICES AND APPLICATIONS
 Module Overview
In this module, you will learn about Security Considerations for Cloud-Based Applications, Container and Serverless Security and Secure Automation for Cloud Service Management.

 Learning Outcomes
By the end of this module, you should be able to:
1.  Identify Security Considerations for Cloud-Based Applications[image: ]
2. Implement Secure Development Practices for Cloud-Native Applications
3. Implement Container and Serverless Security
4. Develop Secure Automation for Cloud Service Management

    Learning Activities/Task List

1. Module Presentation[image: Shape

Description automatically generated with low confidence]
2. Case Study/Project Based Assessment
3. Module Quiz/Summarize or critique a paper
4. End of Module Assessment/Discussion forum
 
ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.

Polymorphism:

    Definition: Polymorphism in Java refers to the ability of a single method or piece of code to operate on different types of objects.
    Types:
        Compile-time Polymorphism (Static Binding): Method overloading and static polymorphism.
        Run-time Polymorphism (Dynamic Binding): Method overriding and dynamic polymorphism.
    Example: Inheritance allows a subclass to override a method of its superclass, enabling a single method call to behave differently depending on the object type at runtime.

Method Overloading:

    Definition: Method overloading in Java is the process of defining multiple methods in the same class with the same name but different parameters.
    Rules:
        Methods must have the same name but different parameter lists (number, type, or order).
        Return type can be different, but it does not contribute to overloading.
    Example:

    java

    public class Calculator {
        public int add(int a, int b) {
            return a + b;
        }
        
        public double add(double a, double b) {
            return a + b;
        }
    }

    Benefits:
        Enhances code readability and maintainability.
        Provides flexibility by allowing methods with similar functionality to have different parameter types.
    Note: Overloading is resolved at compile time based on the method signature.

Method Overriding:

    Definition: Method overriding in Java occurs when a subclass provides a specific implementation of a method that is already defined in its superclass.
    Rules:
        The method signature (name, parameters, and return type) must be the same in the superclass and subclass.
        The access level of the overriding method cannot be more restrictive than that of the overridden method.
        The overriding method cannot throw checked exceptions that are broader than those thrown by the overridden method.
    Example:


    class Animal {
        void sound() {
            System.out.println("Animal makes a sound");
        }
    }

    class Dog extends Animal {
        void sound() {
            System.out.println("Dog barks");
        }
    }

    Benefits:
        Allows for runtime polymorphism and dynamic method dispatch.
        Enables specialization of behavior in subclasses.
    Note: Overriding is resolved at runtime based on the object type.

Conclusion:
Polymorphism and overloading are powerful features of object-oriented programming in Java that enable code reuse, flexibility, and extensibility. Polymorphism allows for flexible and dynamic behavior at runtime, while overloading provides a mechanism for creating multiple methods with the same name but different parameters, enhancing code readability and maintainability.
[image: ]

MASTERY  EXERCISE  
After going through the module presentation above, do the following:
As a cloud security expert, your task is to ensure the security of this cloud-native e-commerce application by designing security strategies for cloud services and applications.

Evaluate the security risks and threats associated with cloud-native applications. Discuss potential security vulnerabilities specific to cloud services, containers, and serverless functions used in the e-commerce platform.
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	PRE-RECORDED LECTURE ON TOPIC



Securing Cloud Applications by Google Cloud Tech: https://www.youtube.com/watch?v=12vAJtnmOFo 
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	VIDEO 2: 



Data Encryption in AWS by AWS Security: https://www.youtube.com/watch?v=WV7f_YFg9t0 

Reading Activity:
Read: OWASP Top 10 Security Risks for Cloud Applications. Available here: https://owasp.org/www-project-top-ten/ 

ACTIVITY 2: CASE STUDY AND QUIZ

	[image: ]
	CASE STUDY



This scenario will allow students to apply their knowledge of securing cloud services and applications by addressing real-world security challenges associated with e-commerce cloud applications. It emphasizes cloud-native technologies, security best practices, and regulatory compliance.
As a cloud security expert, your task is to ensure the security of this cloud-native e-commerce application by designing security strategies for cloud services and applications.
	[image: ]
	QUIZ/ QUESTIONS



  Propose security measures for securing cloud-based applications. Your proposal should address:
· Secure development practices for cloud-native applications, including code scanning and vulnerability management.
· Container security strategies, such as image validation, runtime protection, and isolation of workloads.
· Serverless security considerations, including managing permissions, minimizing attack surfaces, and auditing API access.
  Recommend encryption techniques for protecting sensitive customer data, both at rest and in transit. Provide guidance on how to implement encryption effectively in a cloud environment.
  Implement Identity and Access Management (IAM) strategies. Discuss the use of role-based access control (RBAC), multi-factor authentication (MFA), and fine-grained permissions to secure the application.
  Design a security monitoring and incident response plan for detecting and responding to potential breaches. Describe how to use cloud-native tools like Security Information and Event Management (SIEM) and Intrusion Detection/Prevention Systems (IDS/IPS) to protect the application.
  Analyze the impact of legal and compliance requirements (e.g., GDPR, PCI DSS) on the security of cloud services and applications, particularly in handling payment and customer data.


                      
       ACTIVITY 3: PRACTICALS
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	VIDEO 1: Demonstration of practical use of knowledge acquired


.
Cloud Security Architecture Diagram: Create a diagram that illustrates how different security mechanisms (e.g., IAM, encryption, container security) are integrated into the e-commerce cloud architecture.
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	ONLINE DISCUSSION



In the chat forums or discussion journals that you have, discuss and brainstorm on Topic: Securing a Cloud-Native E-Commerce Application

[image: Shape

Description automatically generated with low confidence]
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ACT4: END OF MODULE ASSESSMENT 
Assessment Criteria: Do a report on the following
· Comprehensive understanding of cloud application security: Demonstrate an understanding of the security challenges specific to cloud-native applications and their components (containers, serverless).
· Practicality of proposed security solutions: Provide well-reasoned and actionable security strategies for developing secure cloud-based applications.
· Encryption and IAM solutions: Provide clear, practical encryption and access management approaches.
· Compliance awareness: Ensure solutions meet relevant regulatory and legal requirements (e.g., GDPR, PCI DSS).
· Clarity and diagramming: Present a structured report and a clear diagram that effectively represents the security architecture.
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	TAKE HOME MESSAGE/SELF REFLECTION


 Research Report: A 1500-2000 word report addressing the following:
· Key security risks and vulnerabilities in cloud-native applications.
· Recommended security measures for cloud-based application development, including containers and serverless security.
· Encryption strategies for securing sensitive customer and payment data.
· IAM strategies and best practices for cloud services.
· Monitoring, detection, and incident response plans.
· Compliance with relevant legal and regulatory standards.

             WHAT’S NEXT?
Congratulations for finishing module 4. In Module 5 we will learn about Cloud Security controls and Technologies

	MODULE 5:  Cloud Security Controls and Technologies


 INSTRUCTIONAL HOURS: 4
MODULE5: CLOUD SECURITY CONTROLS AND TECHNOLOGIES
 Module Overview
In this module, you will learn about Security Mechanisms, Security Information and Event Management (SIEM) in the Cloud and Control Mechanisms in Cloud Environments.

 Learning Outcomes
By the end of this module, you should be able to:

1. Explain Cloud Security Mechanisms [image: ]
2. Implement Intrusion Detection and Prevention Systems (IDPS)
3. Utilize Security Information and Event Management (SIEM) in the Cloud
4. Apply Access Control Mechanisms in Cloud Environments


    Learning Activities/Task List

1. Module Presentation[image: Shape

Description automatically generated with low confidence]
2. Case Study/Project Based Assesment
3. Module Quiz/Summarize or critic a paper
4. End of Module Assessment/Discussion forum


ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.


Cloud Security Controls and Technologies
Cloud Security Controls and Technologies play a crucial role in ensuring the confidentiality, integrity, and availability of cloud-based systems and data. The focus is on implementing safeguards to protect against cyber threats, unauthorized access, and vulnerabilities within cloud environments. Key aspects include:
1. Virtualization Security:
· Virtualization is the foundation of cloud computing. Securing hypervisors, virtual machines (VMs), and virtual networks is essential to prevent security breaches. Techniques include isolating VMs, securing hypervisor access, and ensuring secure virtual network communication.
2. Security Groups, Firewalls, and Access Controls:
· Cloud providers offer built-in tools such as security groups and firewalls that control inbound and outbound traffic at the network level. These tools enforce security rules that limit access to resources based on IP addresses, protocols, and ports.
· Access controls regulate who can access cloud resources, employing multi-factor authentication (MFA), least privilege, and role-based access control (RBAC).
3. Intrusion Detection and Prevention Systems (IDPS):
· IDPS solutions monitor cloud environments for unusual activity that could indicate a security threat or breach. They can detect unauthorized access, malware, or other malicious behavior, and can prevent or mitigate attacks.
4. Security Information and Event Management (SIEM) in the Cloud:
· SIEM systems collect and analyze security-related data from cloud environments. This includes logs and events from cloud resources, helping organizations detect, analyze, and respond to security incidents in real-time.
Cloud security controls and technologies are essential in protecting data and services within cloud infrastructures. These mechanisms ensure that organizations meet regulatory and compliance standards while safeguarding against emerging threats.
 [image: ]

MASTERY  EXERCISE  

Assessment Task 1: Implement a Web Application Firewall (WAF)
1. Configure a WAF using Google Cloud Armor for a web application.
2. Write a technical report (400 words) explaining the rules implemented and their effectiveness in protecting against common web application attacks (e.g., SQL Injection, XSS).
Assessment Task 2: Set Up Intrusion Detection System (IDS)
1. Set up an Intrusion Detection System (IDS) using Google Cloud Security Command Center.
2. Write a 300-word report discussing the detected threats and how the IDS helped secure the environment.
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	PRE-RECORDED LECTURE ON TOPIC



Watch this video and customize the example to a program of your choice but different from what is given in the video.

https://www.youtube.com/watch?v=Zs342ePFvRI 
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	VIDEO 2



Use the lecture video above on inheritance and upload a small video of yourself showing the implementation of inheritance in a program of yourself.
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	VIDEO 3 



Watch this video and present a one page summary of the same.

https://www.youtube.com/watch?v=AK_aFPSnU7Y 


ACTIVITY 2: CASE STUDY AND QUIZ 
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	CASE STUDY


This research scenario allows students to demonstrate their ability to analyze and apply cloud security controls and technologies in complex, real-world multi-cloud setups, highlighting the need for consistent security, automation, and governance across cloud platforms.
A global enterprise is migrating its operations to a multi-cloud environment to improve scalability, flexibility, and disaster recovery. The organization uses different cloud service providers (e.g., AWS, Google Cloud, Azure) for various parts of its infrastructure. The enterprise needs to implement robust security controls to ensure that its data, applications, and systems are protected across multiple cloud platforms.
You are tasked with designing and recommending appropriate security controls and technologies to secure the enterprise’s multi-cloud environment.
Evaluate cloud security controls available in a multi-cloud environment:
· Identify the key security challenges faced when working with multiple cloud service providers.
· Compare the security features offered by different cloud platforms (e.g., AWS, Google Cloud, Azure), focusing on network security, identity management, and data protection.
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	QUIZ/ QUESTIONS



These quizzes aim to test your understanding of Cloud Security Controls and Applications
  Security Challenges in Multi-Cloud:
· What are the key security challenges in managing a multi-cloud environment, and how can they be mitigated using cloud security controls?
  Access Control Mechanisms:
· How can access controls like Security Groups, Firewalls, and IAM policies be consistently enforced across different cloud providers?
  Data Encryption Strategies:
· What are the best practices for implementing data encryption in a multi-cloud environment? Discuss how to manage encryption keys effectively in such an environment.
  Monitoring and Detection:
· How can Intrusion Detection and Prevention Systems (IDPS) and Security Information and Event Management (SIEM) tools be leveraged to enhance security monitoring in a multi-cloud environment?
  Compliance in Multi-Cloud:
· What governance frameworks can be implemented to ensure compliance with regulatory standards (e.g., GDPR, HIPAA, PCI DSS) across multiple cloud service providers?
 


Reading Activity:
Read: Cloud Security Controls by Securosis. Available here: https://securosis.com/reports/report-the-2015-cloud-security-annual-report 
Watch:
Cloud Security Controls and Best Practices by IBM Cloud Tech: https://www.youtube.com/watch?v=ihDrbua8OJU 
AWS WAF: Protecting Applications by AWS Security: https://www.youtube.com/watch?v=f5-__EUoNGo 

                      
       ACTIVITY 3: PRACTICALS
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	VIDEO : To do


Security Architecture Diagram: Create a diagram that illustrates the security controls and technologies applied across the multi-cloud environment, showing how different platforms are secured.
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	ONLINE DISCUSSION



Join the discussion journal or forum that you belong and contribute to the Topic: Implementing Cloud Security Controls for a Multi-Cloud Environment
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ACT4: END OF MODULE ASSESSMENT 

  Propose and implement key cloud security controls:
· Virtualization security: Propose best practices for securing virtual machines and virtual networks.
· Access controls: Discuss the role of Security Groups, Firewalls, and IAM policies in managing secure access to cloud resources. Explore how to manage access controls consistently across multiple cloud platforms.
· Data encryption: Provide recommendations on how to use encryption (both at rest and in transit) in a multi-cloud setup. Include key management strategies and best practices for handling encryption keys.
· Security monitoring technologies: Suggest how to use Intrusion Detection and Prevention Systems (IDPS), Security Information and Event Management (SIEM) systems, and other cloud-native tools to monitor and secure the multi-cloud environment.
  Security automation and orchestration:
· Explore the use of automation tools (e.g., Infrastructure as Code (IaC), DevSecOps) to enforce security policies and respond to security incidents across cloud platforms.
· Recommend solutions to ensure security controls are automatically applied and consistently enforced as workloads move between different cloud providers.
  Incident detection and response:
· Propose a plan for incident detection and response across multiple cloud environments, including recommendations on logging, alerting, and forensic analysis.
· How can security incidents be identified and addressed in a timely manner across multiple cloud platforms?
  Compliance and governance:
· Analyze the implications of regulatory and compliance requirements (e.g., GDPR, HIPAA, PCI DSS) in a multi-cloud environment.
· Recommend governance frameworks for ensuring that the security policies meet legal and industry-specific standards.
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	TAKE HOME MESSAGE/SELF REFLECTION



 Research Report: Make A 1500-2000 word report addressing the key security challenges and controls required for securing a multi-cloud environment. The report should cover access control, encryption, monitoring, automation, and compliance strategies.

             WHAT’S NEXT?
Congratulations for finishing module 5. In Module 6 we will learn about Security monitoring and incident response in the cloud.

	MODULE 6:  SECURITY MONITORING AND INCIDENT RESPONSE IN THE CLOUD


 INSTRUCTIONAL HOURS: 4
MODULE6: SECURITY MONITORING AND INCIDENT RESPONSE IN THE CLOUD
 Module Overview
In this module, you will learn about Cloud Security Monitoring Techniques, their Incident Detection and Response Strategies and Forensic Investigation in Cloud Environments.

 Learning Outcomes
By the end of this module, you should be able to:
1.  Explain Cloud Security Monitoring Techniques
2.  Implement Cloud Incident Detection and Response Strategies[image: ]
3. Conduct Forensic Investigation in Cloud Environments
4. Develop Cloud Incident Response Plans


    Learning Activities/Task List
[image: Shape

Description automatically generated with low confidence]
1. Module Presentation
2. Case Study/Project Based Assesment
3. Module Quiz/Summarize or critic a paper
4. End of Module Assessment/Discussion forum



ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.

Security Monitoring and Incident Response in the Cloud
Security Monitoring and Incident Response in the Cloud involves the processes and technologies used to continuously monitor cloud environments for potential security threats and respond effectively to security incidents. Key components include:
1. Cloud Security Monitoring and Auditing:
· Cloud environments require continuous monitoring of network traffic, data, and user activities to detect potential threats or anomalies. Tools like Cloud Security Posture Management (CSPM) and Security Information and Event Management (SIEM) systems are used to collect and analyze security logs, identifying suspicious behaviors or vulnerabilities.
· Regular auditing ensures that security policies, configurations, and controls comply with best practices and regulatory requirements.
2. Incident Detection and Response Strategies:
· Incident detection in the cloud involves identifying breaches, attacks, or abnormal activities in real-time. Tools such as Intrusion Detection and Prevention Systems (IDPS) and automated alerts help detect incidents.
· Response strategies include isolating affected systems, mitigating damage, restoring services, and analyzing the root cause. Effective incident response plans ensure that organizations can quickly respond to security events and minimize damage.
3. Forensic Investigation in Cloud Environments:
· Forensic investigation is crucial for understanding the cause and impact of a security incident. Cloud forensics involves collecting and analyzing data such as logs, snapshots, and traffic records from the cloud environment.
· Challenges in cloud forensics include multi-tenant architectures, data ownership, and ensuring compliance with legal and regulatory standards.
4. Cloud Incident Response Planning and Execution:
· A well-defined incident response plan outlines the steps to be followed in case of a security breach. This includes identifying key stakeholders, defining roles and responsibilities, and detailing communication strategies.
· Cloud-specific incident response plans should address cloud service provider responsibilities, data breach reporting, and recovery procedures. Regular drills and testing of the incident response plan ensure readiness for real-world scenarios.
Effective security monitoring and incident response are critical for safeguarding cloud environments, maintaining data integrity, and ensuring compliance with security standards.
 [image: ]

MASTERY  EXERCISE  


Assessment Task 1: Design an Incident Response Plan
1. Create an incident response plan for a fictional cloud-based company facing a data breach.
2. The plan should include detection, containment, mitigation, and recovery steps, and be submitted as a 500-word document.
Assessment Task 2: Configure Monitoring and Alerts
1. Set up monitoring and alerting for unauthorized access attempts using Google Cloud Monitoring.
2. Write a 300-word report on the configuration, including screenshots of the alerts.
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	PRE-RECORDED LECTURE ON TOPIC



Cloud Security Monitoring and Incident Response by AWS Security: https://www.youtube.com/watch?v=-mF9ghHlsHs 
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	VIDEO 2



How to Detect and Respond to Security Incidents in AWS by Cloud Academy: https://www.youtube.com/watch?v=5czV-eIb-y8 


Reading Activity:
Read: Incident Response and Security Monitoring in the Cloud by Jose Antonio Hernandez. Available here: https://www.amazon.com/Incident-Response-Cloud-Security-Understanding/dp/1800564483


ACTIVITY 2: CASE STUDY AND QUIZ
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	CASE STUDY



This research scenario challenges students to apply their knowledge of security monitoring and incident response in a real-world cloud context, focusing on detection, response, and forensic analysis in dynamic cloud environments. 
A FinTech company provides online financial services, handling sensitive customer data such as payment information and personal details. As the company expands its services to a cloud-based infrastructure, it faces increased security challenges, including real-time monitoring and the need for a robust incident response strategy.
You are hired as a cloud security consultant to design and implement a comprehensive cloud security monitoring and incident response plan to protect the company’s cloud-based infrastructure. The goal is to ensure early detection of security breaches, prompt responses to incidents, and effective forensic investigations post-incident.
Cloud Security Monitoring Strategy:
· Develop a cloud security monitoring strategy for the company’s cloud-based infrastructure, covering real-time monitoring of security events, system logs, and user activities.
· Recommend the use of cloud-native monitoring tools (e.g., AWS CloudWatch, Azure Monitor, Google Cloud’s Operations Suite) or third-party solutions to monitor cloud resources.
· Define key security events and metrics that should be continuously monitored to detect potential threats (e.g., unauthorized access attempts, unusual traffic patterns, or data exfiltration).
Incident Response Workflow Diagram: Create a diagram illustrating the incident response workflow, from detection to resolution, including key steps and team responsibilities.
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	QUIZ/ QUESTIONS



  Cloud Monitoring Tools:
· What cloud-native monitoring tools are available for real-time security monitoring, and how do they compare to third-party solutions?
  Key Security Metrics:
· What are the most critical security events and metrics to monitor in a cloud environment to ensure early detection of potential incidents?
  Incident Response Plan:
· How can an effective incident response plan be structured to ensure timely detection, containment, and recovery from security incidents in the cloud?
  Forensic Investigations in the Cloud:
· What are the best practices for conducting forensic investigations in a cloud environment, and how can organizations ensure they meet legal and compliance requirements during investigations?
  Automation in Incident Response:
· How can automation enhance the efficiency and effectiveness of incident response in the cloud, and what are the key considerations for implementing automation?



                      
       ACTIVITY 3: PRACTICALS
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	ONLINE DISCUSSION

Join the discussion journal or forum that you belong and contribute to the Topic: Designing a Cloud Incident Response Plan for a FinTech Company
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ACT4: END OF MODULE ASSESSMENT 

These questions are designed to assess understanding of the basic concepts and benefits of security monitoring and incident response in the cloud 
  Incident Detection and Analysis:
· Identify the types of incidents most likely to occur in a cloud environment (e.g., data breaches, DDoS attacks, misconfigurations).
· Describe how these incidents can be detected early using Intrusion Detection and Prevention Systems (IDPS) and Security Information and Event Management (SIEM) tools.
· Provide a detailed plan for analyzing detected incidents, including prioritization, root cause analysis, and mitigation.
  Cloud Incident Response Plan:
· Design an incident response plan tailored to the company’s cloud infrastructure. The plan should include procedures for:
· Initial detection and alerting
· Incident containment
· Recovery and mitigation actions
· Post-incident analysis and reporting
· Discuss the roles and responsibilities of the incident response team and how communication should be managed during an incident.
  Forensic Investigation in the Cloud:
· Outline the steps for conducting a forensic investigation after a security incident, considering the challenges specific to cloud environments (e.g., access to logs, volatility of cloud resources).
· Propose tools and techniques for gathering and analyzing evidence in the cloud while maintaining data integrity and ensuring compliance with regulatory requirements.
  Incident Response Automation:
· Explore the use of automation in the incident response process, including the use of Security Orchestration, Automation, and Response (SOAR) platforms to automate detection, alerting, and remediation.
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	TAKE HOME MESSAGE/SELF REFLECTION



 Research Report: Make a 1500-2000 word report that addresses cloud security monitoring strategies, incident detection techniques, a detailed incident response plan, forensic investigation procedures, and the role of automation in incident response.

Assessment Criteria:
· Understanding of cloud security monitoring: Demonstrates knowledge of effective cloud monitoring tools, metrics, and strategies.
· Incident response plan development: Proposes a comprehensive and practical incident response plan for cloud environments.
· Forensic investigation capabilities: Describes clear procedures for conducting post-incident forensic investigations.
· Use of automation: Shows a thoughtful approach to incorporating automation into the monitoring and incident response process.
[bookmark: _heading=h.z337ya]

             WHAT’S NEXT?
Congratulations for finishing module 6. In Module 7 we will learn about Compliance and governance in the cloud.

	MODULE 7:  Compliance and Governance in the Cloud


 INSTRUCTIONAL HOURS: 4
MODULE7: COMPLIANCE AND GOVERNANCE IN THE CLOUD
 Module Overview
In this module, you will learn about Regulatory Compliance in Cloud Environments, Governance, Risk, and Compliance (GRC) Frameworks and Cloud Security Standards and Frameworks.

 Learning Outcomes
By the end of this module, you should be able to:
1. Explain Regulatory Compliance in Cloud Environments
2.   Implement Governance, Risk, and Compliance (GRC) Frameworks[image: ]
3. Evaluate Cloud Security Standards and Frameworks
4. Design Cloud Governance Strategies 


    Learning Activities/Task List
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Description automatically generated with low confidence]
1. Module Presentation
2. Case Study/Project Based Assessment
3. Module Quiz/Summarize or critique a paper
4. End of Module Assessment/Discussion forum


ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.


Compliance and Governance in the Cloud
Compliance and Governance in the Cloud focuses on ensuring that cloud services and operations adhere to legal, regulatory, and internal policies. This involves managing risk, ensuring security, and meeting regulatory standards in a cloud computing environment. Key components include:
1. Regulatory Compliance Requirements:
· Cloud services must comply with various legal and regulatory frameworks, such as GDPR (General Data Protection Regulation), HIPAA (Health Insurance Portability and Accountability Act), and PCI DSS (Payment Card Industry Data Security Standard). These regulations govern how sensitive data is stored, processed, and protected.
· Compliance ensures that organizations meet data protection laws, protecting customer information from misuse or breaches.
2. Cloud Security Standards and Frameworks:
· Several security frameworks provide guidelines for maintaining cloud security. ISO/IEC 27001 and NIST CSF (National Institute of Standards and Technology Cybersecurity Framework) offer structured approaches to securing cloud environments.
· These frameworks help organizations establish and maintain security controls, ensuring data confidentiality, integrity, and availability in the cloud.
3. Cloud Security Alliance (CSA) Cloud Controls Matrix (CCM):
· The CSA CCM is a framework designed specifically for securing cloud computing environments. It provides a comprehensive set of security controls mapped to various industry regulations and standards.
· The CCM helps organizations assess cloud provider security, ensuring that cloud services meet required standards and mitigate risks.
4. Governance, Risk, and Compliance (GRC) Frameworks:
· Governance, Risk, and Compliance (GRC) frameworks ensure that cloud operations are aligned with organizational objectives, legal requirements, and industry best practices.
· Governance establishes clear accountability and policies, risk management identifies and mitigates potential security risks, and compliance ensures adherence to relevant standards and regulations.
By implementing strong compliance and governance practices in the cloud, organizations can reduce risks, ensure regulatory compliance, and maintain trust with customers and stakeholders.
 [image: ]

MASTERY  EXERCISE 

Assessment Task 1: Conduct a Compliance Audit
1. Using Google Cloud Compliance Manager, perform a compliance audit for a cloud-based service and generate a report.
2. Submit a 500-word audit report highlighting compliance gaps and recommendations for achieving full compliance.
Assessment Task 2: Data Encryption for Compliance
1. Implement encryption for sensitive data stored in Google Cloud Storage and use Google Cloud Key Management Service (KMS) to manage encryption keys.
2. Write a brief technical report (400 words) explaining the process and its relevance to GDPR compliance.
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	VIDEO 2



Cloud Compliance and Security Best Practices by Cloud Standards Customer Council: https://www.youtube.com/watch?v=fpYh8bCoiPE 
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	VIDEO 3 



GDPR and Cloud Compliance by GDPR Training Academy: https://www.youtube.com/watch?v=_VzNnNwbti8 


ACTIVITY 2: CASE STUDY AND QUIZ
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	CASE STUDY


[bookmark: _heading=h.ix0vsweqlwq2]Mini Project: Cloud Compliance Audit
 Begin by studying the provided resources on cloud compliance frameworks.
   1. Choose a specific compliance standard (e.g., GDPR, HIPAA) and perform a mock audit for a cloud-hosted application.
  2. Identify areas where the application meets the compliance requirements and areas where it falls short.
	[image: ]
	QUIZ/ QUESTIONS



Assessment Task 1: Conduct a Compliance Audit
1. Using Google Cloud Compliance Manager, perform a compliance audit for a cloud-based service and generate a report.
2. Submit a 500-word audit report highlighting compliance gaps and recommendations for achieving full compliance.
Assessment Task 2: Data Encryption for Compliance
1. Implement encryption for sensitive data stored in Google Cloud Storage and use Google Cloud Key Management Service (KMS) to manage encryption keys.
2. Write a brief technical report (400 words) explaining the process and its relevance to GDPR compliance.
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	READING MATERIAL 




Reading Activity:
Read: Governance, Risk, and Compliance in the Cloud by Richard Krueger. Available here: https://www.amazon.com/Governance-Risk-Compliance-Simplified-Business/dp/1480867880 
Supplementary: GDPR in Cloud Computing: A Legal Perspective by the European Commission. Available here: https://ec.europa.eu/info/law/law-topic/data-protection/reform_en 
                      
       ACTIVITY 3: PRACTICALS
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	ONLINE DISCUSSION
Join the discussion journal or forum that you belong and contribute to the Topic: Compliance and Governance in cloud
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ACT4: END OF MODULE ASSESSMENT 

·        Use the compliance checklist to ensure thorough coverage in your audit.
·        Submit your audit report through the compliance assignment link.
·        Provide recommendations for achieving full compliance.
·        4. Write a compliance audit report (1000 words).
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	TAKE HOME MESSAGE/SELF REFLECTION



 “Journal for the entire course: Develop the specific question for each Module to prompt a student response.   

             WHAT’S NEXT?
Congratulations on successfully finishing module 7. In Module 8 we will learn about Case Studies in Cloud Computing
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 INSTRUCTIONAL HOURS: 4
MODULE8: CASE STUDIES IN CLOUD SECURITY
 Module Overview
In this module, you will learn about Real-World Cloud Security Incidents, Cloud Security Best Practices, their risks and solutions and Security Strategies Based on Case Study Insights.

 Learning Outcomes
By the end of this module, you should be able to:
1.  Analyze Real-World Cloud Security Incidents[image: ]
2. Apply Cloud Security Best Practices
3. Assess Security Risks and Solutions in Various Cloud Models
4. Develop Security Strategies Based on Case Study Insights


    Learning Activities/Task List
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1. Module Presentation
2. Case Study/Project Based Assesment
3. Module Quiz/Summarize or critic a paper
4. Practicals/Publications
5. End of Module Assessment/Discussion forum


ACTVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.

Case Studies in Cloud Security
The Case Studies in Cloud Security topic for MSc. in Digital Services Management focuses on analyzing real-world examples of security implementations, challenges, and solutions in cloud environments. These case studies provide practical insights into how organizations handle security concerns, assess risks, and implement protective measures to safeguard cloud infrastructure and data. The key areas covered include:
1. Data Breach Incidents:
· Case studies often explore notable data breach incidents in cloud environments, such as Capital One and Target. These examples show how cloud misconfigurations, weak identity management, and vulnerabilities can lead to large-scale data compromises.
· Analysis includes identifying the root cause, the security failures, and the mitigation strategies applied afterward to prevent recurrence.
2. Cloud Migration Security Challenges:
· Examining cases where organizations migrated to the cloud highlights common security issues faced during the process. This includes data privacy, regulatory compliance, and securing legacy systems while transitioning to modern cloud environments.
· Case studies emphasize strategies for ensuring smooth and secure migrations, including robust planning, encryption, and identity management systems.
3. Implementation of Security Frameworks:
· These cases often illustrate the successful implementation of cloud security standards and frameworks, such as ISO/IEC 27001 or the Cloud Security Alliance’s Cloud Control Matrix (CCM).
· Organizations implementing these frameworks often report enhanced security posture, compliance with regulations, and the ability to quickly respond to incidents.
4. Handling Distributed Denial of Service (DDoS) Attacks:
· Cloud environments are frequently targeted by DDoS attacks. Case studies detail how organizations leverage cloud-based security solutions, such as cloud firewalls and DDoS protection services, to mitigate such attacks.
· These examples demonstrate the importance of scalable security measures and cloud providers’ role in mitigating service disruptions.
5. Legal and Compliance Issues:
· Some case studies focus on organizations facing legal challenges due to non-compliance with data protection laws, such as GDPR or HIPAA. These examples demonstrate the repercussions of failing to meet legal requirements and the importance of integrating compliance checks within cloud services.
· Insights from these case studies guide the implementation of governance frameworks and compliance monitoring tools to prevent legal penalties.
Through these case studies, students gain practical knowledge of cloud security measures, including risk mitigation strategies, governance, compliance, and incident management. The real-world examples highlight best practices and lessons learned, equipping students with the skills to manage cloud security effectively.
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MASTERY  EXERCISE 
Assessment Task 1: Case Study Analysis
1. Select a major cloud security incident and write a case study (700 words) analyzing:
    - The cause of the breach
    - The response from the cloud service provider and the company
    - Recommendations for how the breach could have been prevented.
Assessment Task 2: Simulation Report
1. Simulate a cloud security breach in a controlled Google Cloud environment.
2. Write a 400-word report detailing the steps taken during the breach simulation and the security measures you implemented to mitigate it.
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	PRE-RECORDED LECTURE ON TOPIC



Case Study: Capital One Cloud Data Breach by Microsoft Security: https://www.youtube.com/watch?v=YZXYC_cYKD0 

	[image: ]
	VIDEO 2



How Cloud Security Failures Happen by Threatpost: https://www.youtube.com/watch?v=XKlpAPNDytA 


ACTIVITY 2: CASE STUDY AND QUIZ
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	CASE STUDY



This case study demonstrates the practical application 
Mini Project: Analyze a Cloud Security Breach
Task:
·        1. Choose a real-world cloud security breach (e.g., Capital One breach).
·        2. Analyze the causes of the breach, the vulnerabilities exploited, and the response measures taken by the organization.
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	QUIZ/ QUESTIONS



Assessment Task 1: Case Study Analysis
1. Select a major cloud security incident and write a case study (700 words) analyzing:
    - The cause of the breach
    - The response from the cloud service provider and the company
    - Recommendations for how the breach could have been prevented.
Assessment Task 2: Simulation Report
1. Simulate a cloud security breach in a controlled Google Cloud environment.
2. Write a 400-word report detailing the steps taken during the breach simulation and the security measures you implemented to mitigate it.
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	READING MATERIAL 1



Reading Activity:
Read: Lessons from Major Cloud Security Breaches by Kevin Jackson. Available here: https://www.amazon.com/Lessons-Security-Incidents-Kevin-Jackson-ebook/dp/B07ZLYVWS2/ 
Supplementary: Case Study of Capital One’s Data Breach and AWS. Available here: https://www.csoonline.com/article/3442491/the-capital-one-breach-analysis-and-lessons-learned.html 
                      
       ACTIVITY 3: PRACTICAL/MINI-PROJECT/WORKSHOP
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	ONLINE DISCUSSION
Join the discussion journal or forum that you belong and contribute to the Topic: Case Studies in Cloud Computing
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ACT4: END OF MODULE ASSESSMENT 1.2

Review the case study briefing provided in this module.
·        Participate in the case study forum to discuss your analysis with peers.
·        Submit your final analysis in the case study submission portal.
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	TAKE HOME MESSAGE/SELF REFLECTION



 “Journal for the entire course: Develop the specific question for each Module to prompt a student response.  
Provide recommendations on how the breach could have been avoided or better handled.
Submit a case study analysis (1200 words).
 

             WHAT’S NEXT?
Congratulations on successfully finishing module 8. In Module 9 we will learn about Emerging Trends and Future Directions in Cloud Computing

	MODULE 9:  Emerging Trends and Future Directions in Cloud Security


 INSTRUCTIONAL HOURS: 4
MODULE9: EMERGING TRENDS AND FUTURE DIRECTIONS IN CLOUD SECURITY
 Module Overview
In this module, you will learn about Emerging Cloud Security Threats and their impacts, Future Trends in Cloud Security and come up with Innovative Security Solutions for Future Cloud Environments.

 Learning Outcomes
By the end of this module, you should be able to:
1. Analyze Emerging Cloud Security Threats
2.  Evaluate the Impact of Emerging Technologies on Cloud Security[image: ]
3. Propose Future Trends in Cloud Security
4. Develop Innovative Security Solutions for Future Cloud Environments

    Learning Activities/Task List
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1. Module Presentation
2. Case Study/Project Based Assesment
3. Module Quiz/Summarize or critic a paper
4. Practicals/Publications
5. End of Module Assessment/Discussion forum


ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.


Emerging Trends and Future Directions in Cloud Security
The topic of Emerging Trends and Future Directions in Cloud Security focuses on the latest advancements and challenges in securing cloud environments, and explores the evolving technologies and strategies to address these issues. For MSc. in Digital Services Management students, this module offers insight into both current and forward-looking aspects of cloud security, preparing them for the dynamic nature of the cloud landscape.
Key Areas:
1. Zero Trust Security Models:
· Traditional perimeter-based security approaches are being replaced by Zero Trust models, where no user or device is trusted by default, even if they are inside the network. This model enforces continuous authentication and strict access control based on least privilege.
· Zero Trust enhances security in distributed and hybrid cloud environments by limiting potential attack surfaces.
2. Artificial Intelligence and Machine Learning in Security:
· AI and ML technologies are increasingly used in cloud security for threat detection, anomaly analysis, and predictive security. These technologies can detect suspicious activities and respond to potential threats in real-time, offering a proactive approach to security.
· The automation provided by AI and ML reduces the time to detect and mitigate security risks, enhancing cloud resilience.
3. Quantum-Safe Encryption:
· With advancements in quantum computing, current encryption algorithms (such as RSA and ECC) may become vulnerable. As a result, quantum-safe encryption methods are emerging to safeguard cloud data against potential quantum attacks.
· Future-proofing cloud security involves integrating these quantum-resistant encryption techniques into cloud systems before quantum computing becomes mainstream.
4. Serverless and Container Security:
· As cloud environments adopt serverless architectures and containerized applications (e.g., using Docker or Kubernetes), securing these environments poses unique challenges. These technologies introduce new attack vectors, requiring security measures such as container scanning, runtime protection, and securing serverless functions.
· The development of specialized tools for securing microservices, containers, and serverless architectures is a growing trend in cloud security.
5. Cloud Security Posture Management (CSPM):
· CSPM tools are increasingly used to monitor cloud environments for misconfigurations, compliance risks, and policy violations. These tools help organizations maintain a strong security posture by automatically identifying and fixing vulnerabilities across multi-cloud environments.
· This approach ensures continuous monitoring and proactive risk management, which is essential in complex, distributed cloud setups.
6. Edge Computing and Cloud Security:
· With the rise of edge computing, where data processing occurs closer to the source (e.g., IoT devices), cloud security strategies need to adapt to protect data that is processed and stored at the edge.
· Edge security frameworks are emerging to ensure that data integrity and confidentiality are maintained across distributed nodes, further complicating the cloud security landscape.
7. Data Sovereignty and Privacy Regulations:
· As data privacy regulations like GDPR and CCPA become stricter, organizations must focus on data sovereignty—ensuring data is stored and processed according to the laws of the country where it is generated.
· Emerging tools help organizations manage compliance with these regulations in multi-national cloud setups, ensuring legal and data protection frameworks are adhered to across jurisdictions.
Future Directions:
· Automation in Cloud Security: The future will see increased automation in cloud security processes such as compliance audits, incident response, and security monitoring, reducing human error and speeding up threat mitigation.
· Cloud Security as a Service: As cloud security becomes more complex, we will likely see the rise of Security as a Service offerings, where cloud providers offer bundled, scalable security solutions for different client needs.
· Blockchain for Cloud Security: Blockchain technologies are being explored for enhancing cloud security by providing decentralized trust, secure authentication, and tamper-proof data management.
These emerging trends and future directions in cloud security represent the ongoing evolution of cloud environments and the necessary steps to keep pace with new vulnerabilities, technologies, and regulatory demands.
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MASTERY  EXERCISE 


Assessment Task 1: AI in Cloud Security
1. Research and write a report (600 words) on the role of AI and machine learning in cloud security.
2. Focus on how AI can be used to improve threat detection and response in Google Cloud.
Assessment Task 2: Quantum Computing and Cloud Security
1. Research and write a 500-word essay on the impact of quantum computing on cloud security, specifically focusing on encryption vulnerabilities.
2. Propose steps that cloud service providers like Google Cloud should take to prepare for post-quantum cryptography.
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	PRE-RECORDED LECTURE ON TOPIC



Watch this video and give a 200 words summary of the same.
Future Trends in Cloud Security by Cloud Security Alliance: https://www.youtube.com/watch?v=XFAh78XHOBo 
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	VIDEO 2



AI and Machine Learning in Cloud Security by IBM: https://www.youtube.com/watch?v=a2dlpVzEGtw 

ACTIVITY 2: CASE STUDY AND QUIZ
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	CASE STUDY



This case study demonstrates the importance and application of cloud computing
Mini Project: Research on Emerging Cloud Security Technologies
Task:
Research one emerging technology in cloud security (e.g., Zero Trust Architecture or Homomorphic Encryption)
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	QUIZ/ QUESTIONS



Assessment Task 1: AI in Cloud Security
1. Research and write a report (600 words) on the role of AI and machine learning in cloud security.
2. Focus on how AI can be used to improve threat detection and response in Google Cloud.
Assessment Task 2: Quantum Computing and Cloud Security
1. Research and write a 500-word essay on the impact of quantum computing on cloud security, specifically focusing on encryption vulnerabilities.
2. Propose steps that cloud service providers like Google Cloud should take to prepare for post-quantum cryptography.
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	READING MATERIAL 1



Read: The Future of Cloud Security: AI, ML, and Beyond by Cybersecurity Ventures. Available here: https://cybersecurityventures.com/ 
Supplementary: Post-Quantum Cryptography by NIST. Available here: https://csrc.nist.gov/projects/post-quantum-cryptography 

                      
       ACTIVITY 3: PRACTICAL/MINI-PROJECT/WORKSHOP

	[image: ]
	ONLINE DISCUSSION
Join the discussion journal or forum that you belong and contribute to the Topic: Emerging Trends and future direction in cloud computing
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ACT4: END OF MODULE ASSESSMENT 1.2
Begin by reading the article on “Future Directions in Cloud Security.”
 Use the suggested research databases to gather your sources.
Submit your research paper in the research project section, and upload your video or schedule your presentation.
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	TAKE HOME MESSAGE/SELF REFLECTION



 Write a research paper (1500 words) discussing the potential impact of this technology on the future of cloud security.
Present your findings to the class in a 5-minute video presentation or live session.
 

             WHAT’S NEXT?
Congratulations on successfully finishing module 9. In Module 10 we will learn Research Project: Cloud Security Implementation

	[bookmark: _heading=h.7ep74lvpvbpd]MODULE 10:  RESEARCH PROJECT: CLOUD SECURITY IMPLEMENTATION


 INSTRUCTIONAL HOURS: 4
MODULE10: RESEARCH PROJECT: CLOUD SECURITY IMPLEMENTATION 
Module Overview
In this module, you will learn about Cloud Security Solutions, Security Frameworks,risks and their Best Practices and Present and Defend Research Findings on Cloud Security.

 LEARNING OUTCOMES
By the end of this module, you should be able to:
1. Develop and Implement Cloud Security Solutions
2.  Apply Security Frameworks and Best Practices[image: ]
3. Analyze and Address Security Risks in Cloud Deployments
4. Present and Defend Research Findings on Cloud Security

    Learning Activities/Task List
 
1. Module Presentation[image: Shape
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2. Case Study/Project Based Assessment
3. Module Quiz/Summarize or critique a paper
4. Practicals/Publications
5. End of Module Assessment/Discussion forum


ACTIVITY 1: INSTRUCTIONAL MATERIALS (MODULE PRESENTATION) 
Go through this module presentation and answer the questions in the masterly exercise thereafter.


Research Project: Cloud Security Implementation
For MSc. in Digital Services Management students, the Research Project: Cloud Security Implementation focuses on applying theoretical knowledge and practical skills gained throughout the course to address real-world cloud security challenges. This project offers an opportunity for students to explore advanced cloud security concepts, tools, and techniques by designing, implementing, and testing cloud security solutions in various cloud environments.
Key Components:
1. Problem Identification:
· Students are required to identify a cloud security issue within a chosen cloud service model (e.g., IaaS, PaaS, SaaS) or a specific cloud provider.
· The problem can relate to issues such as data breaches, misconfigurations, compliance failures, identity and access management, or network security vulnerabilities in the cloud.
2. Literature Review:
· Conduct a thorough review of existing literature on cloud security frameworks, methodologies, and best practices.
· Identify current industry trends, challenges, and solutions related to the chosen cloud security problem.
3. Designing a Security Solution:
· Students develop a comprehensive cloud security architecture or solution tailored to address the identified problem.
· The design should include aspects such as data encryption, identity and access management (IAM), network security controls, incident response, or security monitoring.
· Consideration of security frameworks (e.g., ISO 27001, NIST), tools like SIEM, and technologies such as cloud security posture management (CSPM) or intrusion detection systems (IDS) is crucial.
4. Implementation:
· Students implement their security solution in a cloud-based environment (e.g., AWS, Azure, GCP), using appropriate cloud security tools and technologies.
· The implementation phase should demonstrate the practical application of cloud security controls such as firewalls, access control policies, multi-factor authentication, and data encryption.
5. Testing and Evaluation:
· Conduct security testing to evaluate the effectiveness of the implemented solution in mitigating the identified cloud security risks.
· Testing methods may include penetration testing, vulnerability scanning, or compliance audits.
· Provide metrics or analysis to assess the security solution’s performance, scalability, and alignment with compliance requirements.
6. Documentation and Reporting:
· Document the entire process, including the problem definition, design, implementation, and results of testing.
· The report should include recommendations for future improvements and how the project could be adapted to changing cloud security requirements.
· Students should also reflect on the challenges faced during the implementation and lessons learned from the research project.
7. Presentation:
· Finally, students present their project, showcasing their findings, solutions, and the overall impact on cloud security.
· The presentation should focus on key insights, innovation, and practical application of cloud security principles.
Expected Outcomes:
· Gain hands-on experience in cloud security solution implementation.
· Apply cloud security architectures and controls to real-world scenarios.
· Demonstrate proficiency in cloud security tools and methodologies.
· Develop problem-solving skills by addressing complex security challenges in cloud environments.
This research project helps students synthesize their learning and contributes to their understanding of how cloud security is applied in a practical, real-world context.
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MASTERY  EXERCISE 
Assessment Task: Comprehensive Cloud Security Plan
1. Develop and submit a comprehensive cloud security plan for a fictional company using Google Cloud.
2. The plan should include:
    - Risk assessment and threat modeling
    - IAM policies, encryption strategies, and security controls
    - Compliance with GDPR or HIPAA regulations.
3. Submit the plan as a technical report (1500 words), including a network architecture diagram, and conduct a penetration test to validate the effectiveness of the implemented security measures.
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	PRE-RECORDED LECTURE ON TOPIC



Building a Cloud Security Strategy by AWS Security: https://www.youtube.com/watch?v=AnDFh5h_l_8 
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	VIDEO 2



Cloud Security Implementation Guide by IBM: https://www.youtube.com/watch?v=drkhBxE3mF8 


ACTIVITY 2: CASE STUDY AND QUIZ
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	CASE STUDY



This case study demonstrates 
Mini Project: Design and Implement a Cloud Security Solution
Task:
Identify a cloud security problem or challenge within a given environment (e.g., securing a hybrid cloud).
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	QUIZ/ QUESTIONS



Assessment Task: Comprehensive Cloud Security Plan
1. Develop and submit a comprehensive cloud security plan for a fictional company using Google Cloud.
2. The plan should include:
    - Risk assessment and threat modeling
    - IAM policies, encryption strategies, and security controls
    - Compliance with GDPR or HIPAA regulations.
3. Submit the plan as a technical report (1500 words), including a network architecture diagram, and conduct a penetration test to validate the effectiveness of the implemented security measures.
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	READING MATERIAL 



Reading Activity:
Read: Cloud Security Implementation: Best Practices for Enterprises by Allen Moore. Available here: https://www.amazon.com/Cloud-Security-Implementation-Practices-Enterprises/dp/148426550X 
Supplementary: Google Cloud Security Whitepaper. Available here: https://services.google.com/fh/files/misc/security-whitepaper-gcp.pdf 
              
       ACTIVITY 3: PRACTICAL/MINI-PROJECT/WORKSHOP
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	VIDEO 1: Demonstration of practical use of knowledge acquired


.
Present their project, showcasing their findings, solutions, and the overall impact on cloud security.
The presentation should focus on key insights, innovation, and practical application of cloud security principles.
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	ONLINE DISCUSSION

Join the discussion journal or forum that you belong and contribute to the Topic: Research Project on cloud security implementation
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ACT4: END OF MODULE ASSESSMENT 

Propose a detailed security solution that addresses the identified problem using the cloud technologies studied in the course.
Implement part of the solution (e.g., configuring cloud firewall, securing APIs).
 Write a comprehensive project report (2000 words) documenting the process and results.
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	TAKE HOME MESSAGE/SELF REFLECTION



 Consult your lecturer for approval of your project proposal before starting.
 Use the “Cloud Security Solution Design” guide for assistance with structuring your solution.
 Submit your final project report in the research project portal.

             WHAT’S NEXT?
Congratulations on successfully finishing all modules and doing a presentation as a research paper on this course.

image16.jpg




image18.png




image7.png




image11.png




image14.jpg




image9.png




image4.png




image3.png




image10.png




image2.png




image1.png
o




image12.png




image8.png




image6.png




image5.png




image13.png




image15.jpg




image17.jpg
GUK
OPEN UNIVERSITY
— OFKENYA ——




